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Why Measure DNS?
The Domain Name System is used by almost every networked 
service. It maps human readable names to IP addresses, but 
also, for instance, which hosts handle e-mail for a domain or 
information about PKI certificates. Thus, measuring what is in 
the DNS can tell us a lot about the state of the Internet.

Our Goals:
We want to measure the DNS to track the evolution of the 
Internet over time. We therefore want to:

• Measure every domain in the main top-level domains
• Collect data for each domain at least once every 24 hours
• Store at least 1 year of data

Query Types

• SOA DNS zone configuration
• A IPv4 address (for apex, ‘www’ and ‘mail’)
• AAAA IPv6 address (for apex, ‘www’ and ‘mail’)
• NS Authoritative name servers
• MX Mail eXchangers
• TXT Arbitrary text, used for SPF, DKIM, DMARC,

proof of domain ownership, …
• DS Delegation Signer 

(secure DNSSEC delegation)
• DNSKEY Public keys used in DNSSEC signing
• NSEC(3) Authenticated Denial-of-Existence 

(used by DNSSEC)

Data Sharing
We are working on a public web portal to share aggregate 
datasets (e.g. number of domains with at least one AAAA 
record per country, …). Next to that, we are setting up a 
programme for researchers to visit our group to use the 
data we collect (which cannot be made public due to 
contractual constraints). If you are interested in visiting 
us, please contact us via e-mail!

Future Work
• Extend the measurement with additional (cc)TLDs
• Collaborate with CSIRT teams to explore security 

applications of the data

Example 1: Top Mail Handlers in .com

Takeaways:
• Hosters/registrars dominant
• Cloud e-mail services clearly visible
• “Domainers” significant presence

Example 2: Growth of Cloud E-mail

Takeaways:
• Use of cloud e-mail is growing
• Microsoft Office 365 fastest grower
• Windows Live (Hotmail) dying off

Example 3: Anomalies for IPv6 in SPF

Takeaways:
• Dataset well-suited for time series
• Anomalies lead to discoveries
• Sparks new research avenues
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MX SLDs Provider PieChart name #domains
google.com.;googlemail.com. Google Google 4337584
outlook.com.;hotmail.com. Microsoft Microsoft 1198048
yahoodns.net. Yahoo Yahoo 574981
secureserver.net. GoDaddy GoDaddy 26908463
1and1.com.;kundenserver.de;1and1.co.uk;1and1.es.;1and1.fr;schlund.de 1&1 1&1 3375909
ovh.net. OVH OVH 914411
registrar-servers.com. Namecheap Namecheap 756439
hostedemail.com. OpenSRS OpenSRS 649199
b-io.co.;nickstel.com.;mxproc.com.;skrimple.com.;h-email.net.;post-host.net Bounce.io *** 4336142
ctmail.com. CYREN *** 683563

 rzone.de. Strato 493949
 qq.com. QQ 413244
 emailsrvr.com. RackSpace 370384
 123-reg.co.uk. 123-reg 363631
 gandi.net. Gandi 340248
 one.com. one.com 332111
 dreamhost.com. DreamHost 313139
 netsolmail.net. Network Solutions 312592
 lolipop.jp. GMO (Pebabo) 276210
 carrierzone.com. carrierzone 229608
 udag.de. 222735
 ispgateway.de. 175462
 mxhichina.com. 167996
 register.it. 159939
 name-services.com. 150426
 cscdns.net. 138133
 mailspamprotection.com. 135265
 zohomail.com. 132864
 myregisteredsite.com. 126095
 everyone.net. 125524
 ns36.de. 122871
 ixwebhosting.com. 118935
 mxlogic.net. 118725
 daemonmail.net. 115320
 hosts.co.uk. 113769
 mailhostbox.com. 107431
 mxlogicmx.net. 107130
 register.com. 105341
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Top 10 MX Second-Level Domains

TLD #domains (% of DNS) Size Stage I run-time
117.8M (40.1%) 2345MB 4h 32 min.

14.9M (5.1%) 306MB 40 min.
10.5M (3.6%) 183MB 17 min.

total 143.2M (48.7%) 2834MB 5h 29 min.

Table 1: Input zones

TLD #worker VMs #batches time (batch) time (total)
80 1180 59 min. 17h 30 min.
10 149 55 min. 14h 30 min.
10 106 41 min. 7h 45 min.

Table 2: Measurement infrastructure

TLD #results #domains size (uncompressed)
1374M 116.9M 27.9GB (204.7GB)

163M 14.7M 3.3GB (23.9GB)
122M 10.4M 2.5GB (18.0GB)

total 1658M 141.9M 33.6GB (246.7GB)

Table 3: Sample results for one day
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